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ABSTRACT 

Electronic voting systems are the latest voting systems currently approved in many countries of the developed 
world, which has struggled to transform their traditional voting systems to electronic systems based on computerized ways 
and modern aspects of information technology. This paper gives a suitable design of a hardware system for a voting system 
that is electronically sophisticated by use of computerized mechanism that depends on computers associate with each other 
through a reliable wireless network using modern routers to guide and transfer packets. A software package, has also been 
building by use of a modern Visual language, like a Visual Basic. Net language, in order to achieve and test the hardware 
and software validity of this system. The hardware design of this system was tested practically by connecting a group of 
computers through a wireless network, the quality of all the signals transferred in the network were checked through the 
use of special software. The proposal software package was also implemented and examined practically, the results 
obtained were very good and without any errors, according to these results, this proposal system can be considered as a 
suitable programmatic design for modern electronic voting systems. 
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INTRODUCTION 

E- voting is one of the important use of the modern information technologies, many countries now a day the 
E- Voting in their election systems, supporting group decisions has become an important topic in the field of computer 
applications, and electronic voting (e- voting) has received a great deal of attention in recent decades. People can use modern 
digital devices such as PCs, PDAs, cell phones, or laptops and networks such as Internet, Intranet, wireless networks, 
or Ad hoc networks to make group decisions electronically. [1] 

The briefly description of the essential criteria is that a secure e-voting system should satisfy the following 
requirements: 

Computer Networks 

A voting system must consists of several computer devices that were connected via networked, may be used 
internetworking devices such as hub, switches, routers, and even gateways to establish this networked connections. 

Server 

The intrinsic and important device that the E-voting system must contain is the server, this server can store the 
necessary data base for the voter, and the other data. 
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Software Package 

Before beginning the vote, each voter must pass a series of voter authentication processes. When the voter passes 
the authentication process, he/she is permitted to join the vote. In other words, only eligible voters are allowed to vote, 
to do that a suitable secured software package can be applied. 

RELATED WORKS 

In this section we review some related works regarding the basic concepts of e-voting, and cryptographic 
techniques used in our work. 

Chaum [8] proposed the first electronic voting method that enables voters to electronically cast his/her ballot over 
insecure networks. Later, there were persistent efforts made by researchers to increase security and to make the applications 
of e-voting more comprehensive, several e-voting protocols have been proposed in the literature [1, 2, 3, 4, 5, 6, 7]. 

Chen. [9], Chang and Lee [7], introduced a public proxy server that has the advantage of increased anonymity 
during the voting phase. The voter sends his/her vote to the voting center through a trusted proxy server, and the original 
network addressof voter can be replaced by a proxy address [1,9]. 

Ghassan Z., Qadah, and Rani Taha [10], designed and implementated a special type of electronic voting systems, 
the remote on-line voting system, suitable for university setting where students can cast their votes anytime, anywhere and 
using fixed and mobile electronic devices including personal computers, personal digital assistants and smart and regular 
phones. They suggested a new way to avoid web content replication for each of the connecting devices, the implemented 
system separates the data content from its presentation form. The separation is achieved by using modern technologies such 
as the extensible mark up language to represent the web data content and the extensible style language transformation style 
sheets to customize the presentation of such content on different connecting devices [10]. 

CONVENTIONAL E-VOTING SYSTEM 

Prior to e-voting system design, a comprehensive and detailed set of requirements must be developed. 
These requirements include three main types, namely, generic, system specific and election-specific requirements [10]. 

Generic Requirements [10] 

The generic requirements are those requirements that apply to any voting system. These requirements, as shown 
in Figure 1, include: 

• Authenticity: only eligible voters can cast their votes; 

• Integrity/Accuracy: once a voter cast a vote, no alternation to this vote is permitted. Moreover, all valid votes 
must be counted, whereas all invalid ones must not be counted; 

• Privacy: after casting a vote, no one should be able to link the voter to this vote; 

• Security: throughout the voting process, a vote can't be tampered with or viewed by anyone; 

• Democracy: All eligible voters must be able to vote, one person-one vote and no one can vote more than once or 
vote for others. 
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System- Specific Requirements [10] 

The system- specific requirements, on the other hand, are those requirements that are specific to on-line 
electronic- voting systems. The system- specific requirements include: 

• Multi-User: A number of voters can vote simultaneously; 

• Multi-Elections: A number of elections can be running simultaneously; 

• Accessibility: The system can be accessed by voters at anytime, from any-location using the Internet/Intranet, 
PDAs, and/or mobile phones; 

• Availability: The system must have high-availability during an election campaign. 

Election-Specific Requirements [10] 

The election-specific requirements are those requirements that are specific to a given election. For example, 
the election specific requirements for student council election include the following items: 

• A voter must be registered as a full time student; 

• A candidate must be registered as a full time student; 

• A candidate must have completed at least two semesters at the University and must maintain a GPA of at least 2.5 
(out of 4.0) at the time of nomination. 

• A candidate must not serve more than two consecutive years. A candidate is also a voter. An election winner must 
be one of the candidates for that election. 
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Figure 1: A Generic Set of Requirements [10] 
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Figure 2: The Organization of a Generic Remote E-Voting System [10] 
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Database Server 

Figure 3: The Components of the Implemented E-Voting System [10] 

A generic e- voting system, as shown in Figure 2, consists of a number of components, the election database stores 
the data elements representing elections, candidates and voters as well as the schema that describes these data elements and 
the associated constrains. These constrains implement some of the election- specific requirements presented above. 
The election database is managed by a modern database management system (DBMS), such as Oracle, Sybase, or MS-SQL 
[10], the developed system, as shown in Figure 3, uses two hardware servers, the database and the voting ones. 
The database server runs a modern Database Management System (DBMS). In addition, it supports a number of software 
tools [10]. 

HARDWARE DESIGN OF A PROPOSAL E-VOTING SYSTEM 

From the previous section, we found that the conventional generic e-voting system that was shown in figure 3 
consisted of computers, servers, modems, and using many techniques and type of networks like Internet, and free GSM for 
mobile, this system gave the variety of sending the voted signal from the voter (computer or mobile devices) to the main or 
(chairman) computer or coordinator computer. From these facts we designed a proposal e-voting system, this proposal 
e-voting system differed from the conventional e-voting system in the way of using networking connections, the types of 
internetworking devices, the type and position of servers, in our proposal design we connected the main and coordinator 
computers with special server called main server, this connection was done by using wireless received wired port router, 
while the voters PCs. and mobiles were connected to a special server called voters server, this connection was done by using 
wireless router, all these networks were connected together by using a Wi Fi signal, as shown in figure 4, 



Voters PCs. Group 




Figure 4: Proposal E- Voting System 
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Before we test our proposal design of e- voting system and implement it practically, we took many scenarios of 
networked system with various internetworking devices, designed and test them by using the packet tracer v.5 simulator, as 
shown below. 

Scenario - 1 

In this scenario we connected (15) computers (Hosts PCs.) to main computer (chairman pc.) and server through a 
switch, each host could send its vote to main PC. and could take any data that might be need from the data base's server. 




PC14 RC13 pci2 PC11 PCI CI 

Figure 5: Scenario-1 Wired Networked E-Voting System 



Scenario - 2 

In this scenario we connected (15)computers (Hosts PCs.)to main computer (Boss PC.) and server through a 
wireless router, we connected the main pc. and server through a wired networked to a wireless router, each host could send 
its vote to main pc. and could retrieve and store data to the server. 
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Figure 6: Scenario-2 Wireless Networked E-Voting System 
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SOFTWARE DESIGN OF A PROPOSAL E-VOTING SYSTEM 

The software design of the proposal e- voting system can be done and programmed for two types of computers; the 
first type was the main computer, while the second type was for voter computers. 

Main Computer Program 

The proposal software package of the main computer can be designed and programmed according to the following 
steps, these steps described how the main computer (the computer of the Chairman of the Board) can notice and score the 
votes of the members (the computers of voters) for certain law. 

• After reading the law or paragraph which needs to vote for, voting begins by pressing "begin voting". 

• Given limited duration time for vote (voting period), then the results are displayed and find out if the law was 
approved or not approved. 

• In the event of an equality vote, the opposition and the approval of the law is re-discussion about the law and vote 
again. 

• By knowing the number of voters, can find out if a full quorum, if no vote is canceled. 

• Through the main computer, know a certain choice for voters by writing his name. 
Voter Program 

The voter program can be designed to cover the following steps: 

• After reading the law and the start of the voting process, voters are allowed to choose(Yes, No, Idle) during a 
certain period. 

• Voters are not allowing him to switch his vote during the time more than once. 

• After the period, voting is suspended in order to collect the results of voting. 

The Program Codes for a Main Computer 

The source codes of the main computer program, were written to cover many functions, like (Begin vote, 
The Results), these codes were written in visual basic.net program, figures 7 and 8 show the screenshot for the main and 
code for load. 




Figure 7: Screenshot of Main Computer Program 
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-/ (Forml Events) 



■/ Load 



Private 5"± Fi _i [E . - 3ys:? -~ I : - .1- ". .- I -.. 

Euttan2. Visible = False 
Labell. Visible = 
label2. Visible = 
Label3. Visible = 
LabeH. Visible = 
Labels. Visible = 
Labelfi.Visible = 
Label?. Visible = 
Label8. Visible = 

Ml. Close)) 
Wsk2. Close |) 
Wsk3. Close |) 

Wskl.Connect|"127.0.0.5", 10000} 
Wsk2. Connect ("127.0.0.7", 11000) 
Wsk3. Connect ("127.0.0.9", 12000) 
End Sub 

Figure 8: Screenshot of Code Load 



Private Sub Iskl_Ccr.r.«;*v-»r. - 1 ByVsl s?r.der .-.i 3ya-er.. ^ect, ByVal e A3 Systat.Jve--£r;s> Ksndles Ifskl .Coanectlvent 
End SuS 



Eri'-t-t 3-i *sic:_:4-s^:ri';4: i3yVii s»-d»r lift:-, 3-/-"4l » ixl-3 - :ir.s:::{:ii.~-3":i-»:::{::r.-r:::'-»--5_:4-sirri'-4:i'-»r.:; /var.dlej "3' 
Wsil.GetData(wl) 
UjtEoxMtMeC) = wl 



Private 3ub Wsk:_;.:-r.=;-E"=-- 1 zyVal «ir.:*r :i;ir:. rv.'sl » .-.i 3ys^*T..i'-*-~:>r}: Ks-ilii "sK.Ccr,r.ect2ver.t 

I;.: 



"• 3ur; " " "•" aerdar '- :i:e;:., - V a '• ->:" : " :" ,"' : " - . -r - : -r ;.; 5r; ; 

WsB.GetData(wl) 
ListBox2.ItEnis(2) = wl 



Envate 5* IskSC :r.r«;-i'.»- - ( 3y""&: s*r.dtr i-ys-tr.. "'.[=■--. 3y""r,l - ii jys-*r..;'-*-^r;5.: :-:5r.Sltf SsB.CoanecttvBJt 



Eri"&-i 3-.;i: e5;{:_lata;_rrr::ali3yVil »»r.d?r 1; -=:'e:t.. 3y~.~al a Is ;.x:-:3":ir.f:;:{lib.::-jVir.f:;:fI:r.-r:13--?r.-;_3i-=;.rri--iilI--er.;: :-:&r.al?5 ss: 

;i3s<3. ia-Data(wl) 

ListEox2.Items(3) = wl 
End Sub 



Figure 9: Screenshot of Source Codes for Main Program 

While the source code for 'Begin Vote" key function can be represented by figure 10. 



Private Sub 3uttcr.l_21ic]c (3y'"&l sender 3y5-5r..Cs;=;-. By".";.: e 3y5ter..Z ; -ent.-_r:;: Hin: 1~ Sir-tinl. Cli;:-: 

While t < 60 

Wstl. Listen (> 

Wsk2. Listen (} 

Wsk3. Listen!} 
End While 

Wskl.SeridData("tii(.e over"} 
■i! 3's2 . SendData ( "time over") 
fJskS . 3er;dData | "tine over"} 
Button3. Visible = True 
Labell. Visible = True 
Label2. Visible = 
Label3. Visible = 
Label4. Visible = 
Labels. Visible = 
Label6. Visible = 
Label7. Visible = 
Labels. Visible = 
Timerl. Enabled = T 
End 5-jfc 



Figure 10: Screenshot of Source Codes for "Begin Vote" Key 

The key function of "the result" key was designed to calculate the results of the voting process and could use the 
following labels: 

• Label-4 was used to view the no. of voters that said "Yes". 

• Label-5 was used to view the no. of voters that said "No". 

• Label 8 was used to view the total no. voters. 

• Label 2 was used to find out the law ("pass" or "fail") or retry the voting process again. 
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All these options can be programmed as shown in figure 1 1 . 



Friva-e 3-j.z 3~"~~2_CLLck ( ByVal ser.asr 3-/3-er..Cfc: ect, ByVal e Systsr.. I-er.t.-.rcsj riar.ales 3uttcr.2 . Click 
For i = 0 To 2 

If Ii3t3cx2 . Iteir.3 (ii = "yes" Ir.er. 

yes = yes + 1 
Elself ListBox2. Items (i> = "no" Then 

no = no + 1 
Elself ListBox2 . Items (i) = "idel" Then 

idel = idel + 1 
End If 
Next i 

Label 4 .Text = yes 
Label6.Iext = no 
Labels. Text = yes + no + idel 
If (yes + no + idel) >= 2 Then 
If [yes > no) Then 

Lab-el2 .Text = "the low is pass" 
Elself (yes < no) Then 

Lai>el2.Text = "the low is fail" 
Elself (yes = no) Then 

Libel 2 .Text = "retry the voting" 
End If 

Else : Lai>el2 .Text = "the no. of voters less than the mid" 
End If 

But ton2. Enabled = False 
End Sub 

Figure 11: Source Codes for "The Result" Key Function and Labels 

The main computer program contained also another key function called "search by name", which help the chairman 
to check the answer status for each voter, figure 12 shows the screenshot for this key function. 



search by name 



enter the name here 



say: 



Figure 12: Screen Shot for the "Search by Name" Key Function 



Erz-va-e 3u!s 3-ti;r.5_::ick (ByVal sender A3 Object, ByVal e As Systeir. . E"er.tArgs ) Handle; 
m = 0 

If (TejxtBQjxl.Text = "enter the name here") Then 

HagBoB ( "there ±3 no name", MsgBaxStyle . OkOnly, "massege") 
m = 1 

Elself (TextEoxl.Text = rl " ) Then 

l-:sc3rx <"-:-.»r» -s -c -air-", Msc3cx5tyle . CkC-ly, "r.assece") 



tcn3. Click 



n = 0 

For i = 0 To 2 

If TextBojstl.Te: 
x = 1 



= Z.-3~3:x'- . _teir.3 i -) _r.=r. 



Er.d If 
Next i 
End If 

If (x = 1) Then 

I=x-3cx2.Text = ListBox2 . Ite 
Elself (x <> 1) Arid [m = 0} Then 

TextBox2.Text = "" 

MagBcnt ( "there is no match na 



-.e", MsgBoxStyle . OkOnly, "if.iaaege") 



Figure 13: Source Code for the "Search by Name" Key Function 

The source codes for data arrival, can be written as shown in figure 14. 
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sU 'I / DataArrh/al 

Private 5i± Ws)d_DataAiiival (ByVal sender As Object, ByVal e As A2MSWinsQckLib.DMSWinsQckCcr.tr::E^:.t3_De.ta;.rri7a:H;7ent) Handles Wskl. 

Wskl.GetData(3) 
If s = "yes" Then 

Labell.Text = "connect" 

opl. Visible = True 

cc2. Visible = True 

op3. Visible = True 

Buttonl. Visible = True 
Else : Labell.Text = "time over" 

Labell. Visible = True 

cpl. Visible = False 

op2. Visible = False 

op3. Visible = False 

Buttonl. Visible = False 
End If 
End 5± 



Figure 14: Source Code for the Data Arrival 

The selection process of voting can be programmed as shown in figure 15. 



/Click 



Private 5± 3uttcal_Click(3yVal sender As Systen. Object, ByVal e As System. EventArgs) Handles Buttonl. Click 
If (opl. Checked = False) And (op2. Checked = False) And (op3. Checked = False) Then 
HagBoij "please choise one option", MsgEoxStyle.OkQnly) 

Else 

If opl. Checked = True Then x = "yes" 
If op2. Checked = True Then x = "no" 
If op3. Checked = True Then s = 'idel" 
Wskl.SendData(x) 
End If 
End Sub 
End Class 

Figure 15: Source Code for the Selection Voting Process 



To clear the data base, we use the following source codes as shown in figure 16. 



VButtonS 



/Click 



Private Sab Button5_Click (ByVal sender As System. Object, ByVal e A3 5ys-;?r..i"=r.-.-.rg3i Handles 3 utter. 5. Click 
Button2. Visible = False 
Labell. Visible = False 
Label2. Visible = False 
Label3. Visible = False 
Label4. Visible = False 
Labels. Visible = False 
Label6. Visible = False 
Label7. Visible = False 
Labels. Visible = False 
t = 0 

HagBox{* are you sure , ycu want clear tl'.e tizzhm" , I\3c3cx3-yle . CkCar.cel ) 
If vbOK = MsgBoxResult.Ok Then 

For i = 0 To 2 

ListBox2. Items (i) = 

Hext i 
End If 

MsgBoxpthe database is empty", MsgEoxStyle.OlcGnly) 
End Sub 



Figure 16: Source Code for Clearing Database 



The "exit" key function was programmed by using the source codes shown in figure 17. 



^Button* -l/dck 




] Private Sub Button! Click (ByVal sender As System. Object, ByVal e As System. EventArgs) Handles Button! Click 
End 

- End Sub 




Figure 17: Source Code for "Exit" Key Function 
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THE IMPLEMENTATION OF A PROPOSAL E-VOTING SYSTEM 

In this section we will test and check the conventional and our proposal hardware design of the networked e-voting 
system, we will also test the capability of the designed software package. 

Test for the Hardware Connection in Scenario - 1 

The simulated results of the hardware connections for the e-voting system in scenario- 1, give the time of 
(0.004 sec) as a required time for sending the voting message from pel to the main pc, while the time taken for sending 
voting message from pc.15 to main pc. was (0.008 sec), figure 18, and figure 19 shows the simulated results for the system 
in scenari-1. 




tO. Nltr, *W, CDP, BUCK WSv DTP, EJGftt, t/ZJI 
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Figure 18: Simulated Results for Sending Voting Message from pel to Main pc. For the System in Scenario-1 
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Figure 19: Simulated Results for Sending Voting Message from pc.15 to Main pc. For the System in Scenario-1 

Test for the Hardware Connection in Scenario - 2 

The simulated results of the hardware connections for the e-voting system in scenario-2, give time of (0.12 sec) as a 
required time for sending the voting message from pel to the main pc, while the time taken for sending voting message 
from pc.15 to main pc. was (0.016 sec), in spite sending voting message in system of scenario-2 took long time duration than 
that in scenario-1, but we prefer the hardware design of system in scenario-2, because this system is reliable and easy to 
upgrade, modify, and to increase the number of voting pes., also we noted that the duration time of sending the voting 
message through pes. of this system was within suitable range, figure 20, and figure 21 show the simulated results for the 
system in scenario-2. 
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Figure 20: Simulated Results for Sending Voting Message from pel to Main pc. For the System in Scenario-2 
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Figure 21: Simulated Results for Sending Voting Message from pc.15 to Main pc. For the System in Scenario-2 

Test for the Designed Software Package 

The executed results of the designed software package for the proposal e-voting system gave the following 
screenshots. 



Figure 22: The Execution Screen for the Program of Main pc 



G YES 
O NO 
O IDEAL 



please wait until complete reading of the low 



Figure 23: The Execution Screen for the Program of Voter pc 



www.tjprc.org 



editor@tjprc.org 



170 



Mahmood Zaki Abdullah 



The execution of voter program can give the following results as shown in the below figures. 



please wait until complete read -g of Cii !o 



Figure 24: The Execution Screen for the Voter Program before Starting the Operation of Voting 




Figure 25: The Execution Screen for the Voter Program when Beginning the Operation of Voting 
CONCLUSIONS 

From this work, and the practical results we concluded the following points; 

• The proposal wireless e-voting system gave the reliability, and flexibility for increasing the number of voters. 

• The use of wired connections between main pc. and main server gave more security and authentication for 
transferring data between them. 

• The use of Wi Fi signal in our proposal system gave the flexibility of sending the voted signal through the mobile 
phones. 

• The proposal e-voting system gave suitable results for scoring and storing the voting numbers, as well as storing 
extra information about the voted law or paragraph. 
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